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Introduction FUﬁTSU

® This document explains how to use the API published on the Fujitsu
Research Portal

® Users must first create a Fujitsu Research Portal account and sign in
® For how to create an account, please refer to the document "Creating an Account”

® To use an API published on the Fujitsu Research Portal, users must first
grant an API access token to the Authorization header.

e For how to issue an API access token, please refer to the document "Issuing an API Access
Token"

Notes
The contents of this manual may differ from the latest version.
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How to Use the API FuﬁTSU

® This document outlines two ways to use the API published on the Fujitsu
Research Portal:
1. Calling the API from the Fujitsu Research Portal

2. Calling the API using cURL or other tools.
e As cURL and Postman can be used in the same way, they are interchangeable within this document.

® Note: There is a limit to the number of times an API can be called from the
Fujitsu Research Portal

e Limit 5 requests/minute per user
® As requests are counted per user, calls to a separate API will still be included in this number
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https://github.com/curl/curl
https://www.postman.com/

Calling the API on the Fujitsu Research Portal 1/6 FuﬁTSU

e After signing in to the portal, click
the “Technologies/List of
Welcome to the Fujitsu Research Portal TeChnOIOgieS" button at the top right
e oo g ' s picains or center of the navigation bar to go
to the "Technologies" page.

@ List of Technologies

® On the "Technologies" page,
= s N5 choose the technology you'd like to
use and click the "Try Here" button.

Transparent Trust Transfer (Tr3) Fujitsu Data e-TRUST ConnectionChain

Ensure authenticity and non-tampering in Manage data transaction records in a tamper- Link various digital asset transaction processes
workflows involving the exchange of data proof manner in addition to securing proof of by connecting multiple blockchains, enabling
within and between organizations in a way the origin, ownership, and authenticity of the entire process to be executed automatically
that can be verified even offline. circulatingdata.  ~ asasinj gle transaction.

Try Here Try Here Try Here
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Calling the API on the Fujitsu Research Portal 2/6 FuﬁTSU

e Click the "Try the APIs" button at the
Transparent Trust Transfer (Tr3) y

n n
For data exchanged within and between organizations, Tr3 ensures who made changes when, as well as whether the changes were approved, O O I I l O e ry e S p a g e O
whether the data has been tampered with, and whether the data been processed in the order defined by a predefined workflow by attaching a
digital signature each time it is processed. As the digital signatures are embedded in the data itself, users can safely send the ensured data outside

go to the "API Specification" page.

Documents

User Manual [PDF] Sample Client [ZIP]
A user manual with instructions for (Comlng Soon)
using Tr3.

Try the API
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Calling the API on the Fujitsu Research Portal 3/6 FuﬁTSU

et anter 3 || Transparent Trust Transfer (Tr3)

= Cancel the workflow specified by workflow ID.

Cancel the workflow specified by workflow ID. Workflow ID is the part that corres,

ponds the file name without the e ion

it the extension
which is response of /workflow and /sign APIs. After cancelling the workflow, the registered information of the workflow will be

EL ed b...
deleted
POST
Tr3 does not allow user to create multiple workflows from one ASIC-E file to avoid double spend (performing multiple workflows
3
from same one ASIC-E flle). Hence, It Is not able to create another workflow without cancelling previous workflow created from
POST the same ASIC-E file.

Request

Request parameters

® On the "API Specification" page,
choose the API you'd like to use from
the list of APIs on the left.

® Check the API headers, parameters,
and body, then click the "Try It"
button at the top right to go to the
"Try It" page.
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Calling the API on the Fujitsu Research Portal 4- el
FUJITSU
1/6 -
B i T I X e On the "Try It" page, open the
bosT vk 1o "Authorization" tab and select
Authorization ~ "authorization_COde" for the
Develoger Fortal hecess.| authorizat ion. code 4 "Developer_Portal_Access_Token"
field.
parameters @ Once selected, the "Headers" tab is
automatically populated with the
AEEERE "Authorization" field and the API
Content Type appl icat onv json B access token, which can be obtained
after authentication.
Cache-Cont rol no-cache o
o | o N

-+ Add header
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Calling the API on the Fujitsu Research Portal 4-

2/6

Transparent Trust Transfer (Tr3)
/' Register a workflow and target files and attach initial signature.

POST  fwarkflows

Authorization .

Developer_Portal _Accessj‘ Mo auth

Parameters ~.
-+ Add parameter

Headers ~.
Content-Tvpe application/ison
Cache-Cont rol ro-cache

H Authorizat ion .............................

-+ Add header

P
FUJITSU

® To use a pre-acquired API access
token, click "+ Add header" at the
bottom of the "Header" tab, add the
"Authorization" field and enter
"Bearer eyl..."

e "eyl..." is the pre-acquired API access
token
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Calling the API on the Fujitsu Research Portal 5/6 FuﬁTSU

HTTP request ~.

[ e

10

e Enter the appropriate information in
the "Headers," "Parameters," and
"Body" fields, scroll to the bottom of
the "Try It" page, open the "HTTP
request” tab and click the "Send"
button

® Choose a language from the drop
down menu under the "HTTP
request” tab displays the code used
for making the API request in the
selected language
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Calling the API on the Fujitsu Research Portal 6/6 FuﬁTSU

® Check the results of the HTTP
HTTP response request response that is displayed
HTTP/1.1 201 Created

connection: keep-alive
content-type: application/ison
date: Fri, 07 Jul 2023 12:36:35 GMT

transfer-encoding: chunked

“files”: [

“name”: "87dff1ae-3eld-461c-Bh3b-deldYd5045el .asice”,

“data”: "UEsDBhAokdbzhh FkE1aKIf IFHwASABBAAALTARAALY ARG
cGY¥hcHBsallHhdGlvhi92bnQuZiRza3bhc2 LW ren | wlESDBBOACA 2 TAJFLETY AL
AAEARARARAAARATRARATIVIOSTJTkY vQUx IMSAhdWRpdDEuanNybh1 0wQrCMETT 13
eel[tRYvCBehklshbkh+pzalBV2TzYGetzf TYSEQAJJJKBR 1 %2 16w TB+Cc IONOhYat
rhyT/MFral ZRBPjwkcalyal SZ3hkNKPPoZ 1Y rGIG+B208a33kBh Tot TLGp TEW 1 qxs
TKJEOuf2EdwTkZYxewj zLYHONCGFpnD/Cyx | f JRul4oNE3wn+FhD/ANQSwe [sxREY
DOAAACsARAAUESDBEOACE  TAJFLETY AARASARARARAALALARAETUYUQSTJTEY vOU
xIME9zalcxlnpzh2BYUk2znz 20/ CthymYT242926naz0ACy B8] LOyuceVCeGAE /i
NIGDW/vf ThzcBSRLAIBrITPFOPEPHrREGHAEREDT I /hit /Y dexR1Z3+0881590e0
nlkLrixl92cBz7riYL9/HpcE I P3hkUhGn3pIkDf00xkad/aB1CyrICiLaqnjOLZB
A6 wCol rSc0ldliBk1t JUndhODZshkrSaL/Gh/2adhdrBNS2RARKYWKEREXGEIXED
A45hP /| gk SR ++cZou3EfBST4 I hMS09ptHIr I rzaFaiBenCdPRIUABAYO2Q4] Kr
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How to Call the API from cURL, etc. 1/3 FUﬁTSU

® Follow the same steps outlined in
et e, (e e o e 1 for o o s aher o .3 g 1Dt rpress e workio "Calling the API on the Fujitsu
o Research Portal" 1-3 to navigate to
the "API Specification" page, select
the API you'd like to use, and

Request body

confirm the contents

WorkflowsPostRequest

o ® On the "API Specification" page,
under the "Request”

SR field, note "HTTP method" and
oS orkriowsReques "U RL"

e If necessary, also note "Request

parameters," "Request headers," and
"Request body"

Name Required Type Description

addedFiles[].name true string file name
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How to Call the API from cURL, etc. 2/3 FUﬁTSU

® Open a terminal on an environment
obalﬂljlt:.uconl/tr‘_:/wor'ﬁfig;i_3HPOElnt:;:EIﬁv[f;éap;ﬁg;i?jilgijiggfwh%l}| Com patlble Wlth CU RL, enter the

"Cache-Control: no-cache”™ -H "Authorization: Bearer eyJhbGci0iJSUzI1N
11sImtpZCL61jFWRURPWGEVWXZpaHFnOGRyRmU2dDBBYUhUSVVRT291a2t4 TDhKN1ELNGS C U R |_ comman d an d execu te
1LCJI0eXA101IKVIQifQ. eyIvaWQiOiIsYzI1YmUAMSOwWM] I 1L TQwMmUtYjFiYilkMzgOYz Y
MOMWUXMMI i L C)ZdWIi01iI5YZI1YmUAMSEwMjJ 1L TQuMmUEYjFiYilkMzgOYZMOMAUXMmIL

LCJ1eHR1bnNpb25fdXN1c19pZCI6InNhc2FraX1l1a2kwMSIsImVAdGYuc21vb191c2VyX3 o Here, |t |S necessa ry to add an

JvbGUi01J1c2VyTiwiZXhBZW5zaW9uX2FnZW50MV9pZCI6Im9yZOEiLCI1eHR1bnNpb25+

Yld1bnQxX3JvbGUi0iIhZG1pbmlzdHIhdG9y L HVzZXI sdHN1YhxFYWRtaWspc3RyYXRvei n 1 1 n d 1 d d 11
x0c2VhbFIhZ2VudCxPc2VhbF91c2VyTiwidGlkIjoiYzhkMmY3YTgtY2ESMCOON2EwLWFm Au th O rl Za tl O n h ea e r I n a Itl O n to
0GUt0Dg27DUyYzQONGYwIiwidGZwI joiQjIDXzFBX1NpZ25Ib19Vc2VybmFtZSIsInNjcC

n n
I6ImFwaSIsImFocCI6IjcOOWI1Y VILWRIOTELNDdiOCO5Y2UBLWIjOWVhZj1hYTkzMils th e n ecessa ry Req U eSt h ea d e rS

InZ1ciI6IjEuMCIsImlhdCI6MTYA0DCZzMzc2MywiYXVKIjoiNzQ5YjViNWUtZGISMSOON2 . .
TALT1GZTQtYmMSZWFmOWFhOTMy T iwiZXhwIjoxNjg40DIwMTYZLCIpc3MioiJodHRwezov e Add -H "Authorization: Bearer eyl... "to
L2ZgcmVzZWFyY2hwb310YWwuYjJjbGonaWduY29t L 2MAZDImN2EALWNhOTATNDdhMC1hZ j
h1LTg4NmQ1MmMONDRmMCO2MidwLyIsIm51iZ1iI6MTYA0DczMzc2M30 . pogxCL1YZwPvOHck the command
8ckl GFITZKdz5Eiz5GS1T7/C7cvUnuTY8CnR6_hjm5wAG2uvsAsqlS-peGH yJ0-VBstHd . .
b1jH2p184nQMELbEDbbMRS01y8xQPuawVpYtRhoHrnKg4eQPigjPh_115nonlwf765TjcU e "eyl..." is the pre-obtained API access
WZjnJfbxkLgp1QkXeotgzMHEdrlLA4IR1eHooHsyXM7ASYIhtj1y TdWl1oHL5j8tpZeK55
657A1rTRUPM5A61gSK19Qed 7L Pawd 7ROMI iwYx-VGAQ7VLGY4uQQG7esscG1G6TKs Fgniw to ke n
bb1KgwBL B8WoljXt8UTG3DwufPSmu-UGWAEd1os4aBrgw" --data-raw "{
\"addedFiles\": [{
\"name\": \"data.json\",
\"data\": \"ZmVpamFvcGp3aWshaWVeb2pvdGFpam9hZWpydGlvd2RhZmRhZHNhZm
RzYWFgYWhpdGlvYWpodGdpZQo=\"
3,
\"signers\": [\"9c2ebe81-0822e-402e-blbb-d384c341e12b\",\"876e5e03-
1222-49¢3-a@f9-70415b51F543\" |

Y |
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How to Obtain a Simple cURL Command FuﬁTSU

® Follow the same steps outlined in
IHTTP request - "Calling the API on the Fujitsu Research
Cur | v n . " 1
ﬁl- Portal" 4 to navigate to the “Try It” page

curl POST “https://apigateway.research.global .fuiitsu.con/t ® From the drop_down menu under the
r3fworkflows” “Content-Type: application/ison™ “Cache-Contr "HTTP request" tab, Choose "CURL" and

ol: no-cache” Thuthorization: =rcsemrrremm e

................................................................. C“Ck "Copy" to COpy the CURL Command

................................................................. Y Cllcklng "Reveal Secrets" dlsplays the API
................................................................. access token, which then can be copied from
................................................................. the screen

................................................................. ® FO”OWIng the Same StepS OUtIlned In

B "How to Call the API from cURL, etc.” 2,

................................................................. paste the copied command into a
................................................................. cURL-compatible terminal and execute
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How to Call the API from cURL, etc. 3/3 FUﬁTSU

® Check the results displayed

HTTR/1.1 2088 OK
Connection: Keep-Alive

HTTP/1.1 201 Created

Date: Fri, ©7 Jul 2023 12:53:30 GMT

Content-Type: application/json

Transfer-Encoding: chunked

Connection: keep-alive

Request-Context: appld=cid-vl:3edaleed-9d54-4821-9411-b7c2e3aedd97

{"files":[{"name" : "87102a96-29d5-454a-9d98-f15fb355c76.asice"”, "data™:
"UEsDBAoAAAgAAK Sm51aKT1FHWAAABSAAAATAAAABWI tZXR5cGVhcHBs alWNhdGlvbi92b
mQuZXRzaS5hc21jLWUremlwUEsDBBQACAgTAKSmS1YAAAAAAAAAAAAAAAAZ AAAATUVUQS
JTkYvQUxIMS9hdWRpdDEuanNvbh10UQuUCMBj8L9+zhUBiHPTgegoKcbjoYfWIW/TShTIwS
b83hTs07uDulkDbND3w2wReuxdwQD307bvwPCRrGC31KtKuCE9BmZ a50bJKHAWCiiL6uVG
SRh5fg0xqlIs8nRT91blLA1tLQktWSOhRIGLIAY /Mw®jKmEWG+I9Db11vf1naSwFKWbdIDR
L1j+I9x1iuY/1BLBwj+wwoMkwAAAKWAAABQSWME FAATCAgArmbnVeAAAAAAAAAAMAAAAB C
AAABNRVRBLU1OR19BTEgxL 3NpZzEuanNvbpVSTbPiNhD8Kymumw22nyGPrcpBlmQjHiMjT
RtM7cVrs8YWH2 /BrG218t9XkGRPuUQ6gNSjmel p97+j+7UefRoBVegj4+EYLefuOL+Xdev
+1twu59Gvo37izPD+2t Zf6yIve,/blx8cKaMT4L5hKxUKGka JPOPMZGAUUBMOUrivUsQBYL
ERxBBe+3+EqY2+XHTONQ22sWzcBhQAi5Ch23kEahYdkcE/15v29nHMXI01115FUiD1Bh2W

21N EE1ERBCLIaT D et a¥LiYn 2 DhloLibh O3 DIVAEELZN T Cmle 2l IE S eV o 7o ALIHT AGBA T RIS ra. 20
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Downloading API Specifications FuﬁTSU

® Selecting a format from "API
definition" at the center of the "API
Specification” page downloads the
API specifications in that format

Transp:

[ ] Transparent Trust Transfer (Tr3)

-

flow and target files and attach initial signature.

Group by tag Tl file and the workflow for sending the file, and attach the signature of the first signer.

DEL  Cancel the workflow specifies This APl is called in two patterns, and the information to be posted to the AP is different for each pattern,
POST  Register a workflow and target
oA il 1. The case that a user registers a workflow and target files initially:

a of the file).

ed using the Portal User AP ( GET

2. The case when specifying a new workflow and signing for the ASIC-E file which is an output of previous workflow:

ASIC-£ file which ts an output of previ

he name (file name) and the data

oded data of the

16 © 2023 Fujitsu Limited



Thank you
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